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HBasic Registry Terminology & Structure

HPhysical v. Logical

HDate & Time Formats Found in the
Registry

HEWindows 10 Registry Artifacts

HPhysical Hive File Basics

B A large database that stores information such as:

® Program/application settings
® User settings/activity

® Login/passwords

® Historical information

©® Hardware settings

® Services/processes

® Andsoon...

M At first look, the Registry may seem like Matrix code,
but 90% of the data in the registry has no forensic
value. As examiners, we’ll focus on the 10% that
matters.




B The registry is made up of core binary files called
hives.

B Windows NT through Windows 10:
® \Boot\BCD (Vista through Windows 10}
@ <windir>\System32\Config\SYSTEM
® <windir>\System32\Config\SOFTWARE
@ <windir>\System32\Config\SECURITY
@ <windir>\System32\Config\SAM
® <profiles>\<username>\NTUSER.DAT

« C\Documents & Settings\<username> [Windows
2000/XP)

« C:\Users\<username> [Vista ,Windows 7, Windows 8, &
Windows 10)
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B In terms of the hive files, not much has changed since
Windows Vista, Windows 7, and Windows 8.

B Forensic applications such as Registry Viewer and
EnCase support the registry hive file structure.

M Core hive files of the registry:
® SYSTEM
® SOFTWARE
® SECURITY
® SAM
® NTUSER.DAT
e BCD
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B SYSTEM, SOFTWARE, SECURITY, SAM are located in
\Windows\System32\Config directory

B NTUSER.DAT is located in the \Users\<username> directory

B A registry file that was introduced in Windows Vista is “BCD’,
which is located in the \Boot directory.

W BCD stands for Boot Configuration Data.
B According to Microsoft, this file replaced boot.ini in XP

B Boot.ini doesn’t support new architectures such as Extensible
Firmware Interface (EFI) firmware.

B BCD is compatible with EFl and standard PC/AT arch.

® BCD holds information about the operating system(s) that can be
loaded on the PC just like boot.ini.
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B When Windows starts, the core files become active
for Windows to modify, edit, read, etc.

M Active or Live Registry. normally viewed with
Regedit in the Windows environment. (limited view)

B Static Registry. viewed with an offline registry
viewer such as EnCase, Access Data Registry
Viewer, etc..

B When viewing the active registry through Windows,
you are limited in what you can view.

HMIn addition, the active registry contains some
keys/subkeys that are normally not saved in the
core registry files/hives [Hardware Key).
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B The logical registry is viewed through a forensic or non-
forensic application that is capable of reading and
displaying the hives, keys, subkeys, and values in a
manner that normally shows the parent/child
relationship of objects within the hive.

B The physical registry is the binary content of the logical
hive files. In order to understand the physical structure,
one must understand the signatures of keys and
values along with other specific attributes of the
registry hive.

B By understanding some of the basics of the physical
registry, examiners may identify registry fragments in
unallocated clusters, pagefile.sys, slack space, etc.

=F

ADVANCED —— p—

CYBERFRENS!CS
M

B Remember, the registry is a hierarchical database, and as such,
examiners must be familiar with common registry terminology.

' Reqgistry Editor —lo] x|
B Bt Mew Fgeomes Hep
= J8 my Computer Namme Typs Data
\ J HHEEY _CLASSES_ROOT ab) Crefa i) REG_ST (vale ot set)
- HKEY_CURRENT_LISER &) current REG_OWORD  (red0000001 (1)
0 HEY_LOCAL_MACHINE Ed)Detat REG_DWORD 000000001 (1)
# Ll HARDWARE B aed REG_DWORD  0xD0000000 (0)
I j;c": RITY SLastknownGood  REG_DWORD  0x00000003 (3)
S sEcLRm ~ e
+ 53 sorTwake % Subtree
= 1 SYSTEM
41 (00 Contressemnl e
% [ ControfSetona Key
400 CurrentControtsat
L LastrrewnGoodRecovery
£3 MourtsdDevices r— SUbkey
00 senp
% C1 WP === \/alue Name
4 (0 HEY_USERS
# (] HKEY_CURRENT_CONFIG
== \/alue Type
Value Data

My ComputeriHKEY_LOCAL_MACHINESYSTEMISSCT g




B Same terms. Access Data Registry Viewer.

[ File Edit Report
FIrL

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT)

View Window Help
ET L

Data

Type

O Setup -~
SsaM L
21 TabbedBrowsing
#3 Toolbar
A TypedURLs g
3 URLSearchHooks
21 Zoom
B30 Keyboard
+2 MediaPlayer
+3 M5F
+ 2 Marrator
0 Oske
£ Peeriet

http://go.microsoftcom/fwlink/p/FLinkld=255141

Value Name

Value Data

2 MayToReceiver
2 Remote Assistance
2 ScreenMagnifier

E Key Properties
Last Written Time

Offset: 0

NTUSERDAT\Software\Microsoftiinternet Exploren TypedURLs

B Same terms [minus subtree), but as viewed within EnCase 7.
- o IEH
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2 Options “a Codepage ~ A Text Style
ol -c-cp:/Sgros. mies
921 -

B E T ta

-~ MFind & |3 3 T Compressed View |3 LJ
. k/p/orLeime

] EnCase Enterprise Training
& o= | Case (Windows 10 x64) ~ & View ~ 0 Tools = % Enterprise = % EnScript = & Add Evidence = L
% Home | 3 Evidence *
@ O T Viewing (NTUSER.DAT) - [ Split Mode = = = o = 0= G- = = -lel [ @- B -fd -0 @-a- s
| Gk New Windows A [ o
o0l Pagesenp 1 Table | 2 Timeline & Gallery
QU Securty ¥ U = 8l = O Selected /2541 -
(=l Sendces - N
Ok Settings Name e ;[I: r;g;al caing
ool Set
o Ju s::nlMP J 1] it 96 Unknown
=l TabbedBrowsing
(= W) Teamar
Ok Typeourls
GO URLSearchHooks
ol Zoom W
< > Subkey
U} Fields ] Report |=] Text |E Hex i Decode -+l Doc | Transeript B Picture 1 o= 3

-1 Value Name

Value Data

w

) Windows 10

Windows 10 xba)

TUSER.DAT\CsiTool-Createbiy...

1 (PS 439 CL 439 50 356 FO O LE




B The registry’s value types vary depending on the type of data
required.

B A common list of value types is provided for reference

Type Name Description

0 REG NONE No defined value type.

1 REG_SZ Null-terminated string that will be either ANSI or
Unicode.

2 REG_EXPAND_SZ Null-terminated string that contains unexpanded
references to environment variables, such as
2%PATH%.

3 REG BINARY This is binary data. The data is displayed in
hexadecimal notation.

4 REG DWORD A 32-bit number. The values stored are sometimes

used as Boolean flags, such as 00 = disabled. 01 =

enabled.

w

REG_DWORD_BIG_ENDIAN

This is a double-word value stored big Endian (most
significant byte first).

7 REG_MULTI_SZ Array of null-terminated strings, terminated by two
null characters.
11 REG_QWORD A 64-bit number.

B Example of Registry Value Type through Access Data’'s

Registry Viewer

B DWORD: 32 bit value, 4 bytes

M Binary: Hex values, no specific length

N\
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Mame
B NoOfOldWorkAreas
& OldWorkAreaRects

REG_DWORD

REG_BINARY

0x0000000
0000000




FILETIME FORMAT.:

B FILETIME format is used throughout the NTFS file
system

BFILETIME format is very common within the Windows
Registry and numerous Microsoft software products.

Himportant to note that the displayed date/time is
subject to the correct offset from GMT/UTC

B To correctly translate, the examiner must determine
the regional settings used on the subject’s installation
of Windows. (we’ll cover this in a few minutes)
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FILETIME FORMAT.:

B 8-byte value [always ends to Ox0l)

B Number of 100-nanosecond intervals from January 1, 1601 (GMT)
to the specified moment.

B Example: Dates and Times for a file on an NTFS volume...
e Table| =|Report (3 Gallery ) Timeline [ Disk 6% Code
Fil Last Last. Ent;
W) | Cra;ad ‘ Wrﬁen ‘ Acceasssed ‘ Mord‘ifri:d ‘
[l 1 |&=@ vahoo! Messenger.Ink 10/08/03 09:18:04 10/0&/03 09:18:04 12/29/03 11:44:42 10/08/03 09:18:04

| | i
B Hex representation within the MFT Entry for the same file:

Yiew Pan

ElText LaiiDoc A Transcript [ picture EReport (2] Console 7@ Details & Output [ Lack [ Codepane B 1/189063

140790536
1407908203

|1 20 0D OO 00 00 DO DO'D 0O 0O 0O 00 00 00 00°GD 0D
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W With the data highlighted, right click in ==

¥ Zeomln  Toom O 3 1

EnCase and select Bookmark Data. + B e st

B The Data Type pane allows you to
select a humber of different Date/Time|

formats.

H In this case, we’ve selected Windows
Date/Time, which will decode the data

in FILETIME format using the default or )

examiner-selected GMT offset. .
B In the bottom portion of the Bookmark - _

Data window, one can see the decoded | "™~ =~

data.

-,.
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Other Common Date/Time Formats
H DOS Date

® DOS Date (GMT)

m Unix (4 byte — Big Endian also)
B Unix Numeric (10 byte)

&4 bit Hex Walue - Little Endian
Windows; &4 bit Hex value - Big Endian
Windows: Cookie Date (Lo Value, Hi Yalue)
Windows: Filetime [xaoosoos o]
Windows: OLE (64 bit Double)

Unix: 32 bit Hex Value - Little Endian

nix: 32 hit Hex Value - Big Endian

i Murneric value

Uniz: Milisecond Yalue

MAC: Absolute Time

B HFS Date MS-DOS: 32 bit Hex Value
M5-Di05: wFatDate wFatTime
] HFS: 32 bit Hesx Walue - Little Endian
HFS PIUS Date HF3: 32 bik Hex Yalue - Big Endian

HFS+: 32 bit Hex Walue - Little Endian
HFS+: 32 bit Hex Walue - Big Endian

H Windows (FILETIME — GMT or Local)




B Unix 32-bit Date/Time (4 bytes)

B In your forensic software, select the correct offset from GMT/UTC.

EnCase Enterprise Training =

Case (Registry Lesson (Windows 10)) ~ &3 View ~ £} ~ € ~ %2 ~ 2 ~

o

T =~ 41 » [ Selected 0744208(

Name

40 . ”mv i [ 41| instatiztionType
- O[]} Cumertvarsion
. O[T Windows Performance Tool ,
< >

1) Fields || Repor [#4] | fifii =] Hex | jjiji Decode |5] Doc

Add Bim: [ute 05:00

7 Optons g Codepage = A, Text Style = #4Find Js | [ 5] | 5

1|6 33 56 54 )

B The Software hive in Windows 10 stores the Installation Date/Time under the
value name, “InstallDate” with a Unix 32-bit value.

@ -
%3 Home | /3 Evidence ¥ a DEode wA.02a (Build: 9306) B
& € T Viewing (SOFTWARE) » -3 ~ 5 v de v [X= Condition ~ 7 Filter
> O e siceVer o | Table | 42 Timeline [ Gallery DCoDmE ¥
. o Corvert Dok ko Dt | Tine Vakoes

_] Registry Lesson (Windows 10\Windows 10 x6\D\W...\InstallDate (PS 133 CL 133 S0 37 FO D LE 4)

B Unix Numeric Values are common

CYBERFRENS!

B The value data is typically stored in Unicode, so you’ll have to remove the
“0Ox00” 8 bits. In other words, only compute the numbers!

B As previously viewed in this lesson, a good tool to decode dates and times
is Craig Wilson’s “DCODE” from www.digital-detective.co.uk.

[DCoMmE

Convert Data to Date / Time Values

Decode Format: |Urnx: Numeric Value

& DCode v4.02a (Build: 9306)
A
Add Bias: |UTC -05:00 - ™ window an top
=

Example: [1170245478

Value to Decode: |1065644301

www.digital-detective.co.uk

Date &Time: |Wed, 08 October 2003 15:28:21 -0500

Cancel | Clear |

cs
Iy
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T p——— B The only object that consistently
. ) records a modification date/time

O 1 | [ (Defaul) .

12| 3 Denmosd irectory is the key/subkey. |

] 3 |I5) Document Windows 08(22/03 13:40:57

1 4 (I Settings 08/22/03 13:40:57

B e svess 012219 13407 M Value Names, Types, and Data do

O & |2 URLSearchHooks 08/22/03 13:40:57 i

1 7 | Help_Menu_URLs 08/22(03 13:41:19 NOT record a last modified

1 8 |1 Security 08/22/03 13:41:20 .

[ 9 |12 Deskiop 053/22/03 14:06:08 datE/tlme.

[ 10 |IE) Default MHTML Editor 10/0803 11:59:32

O 11 @Default HTML Editor 10/08/03 11:59:32 - - -

2| Coes oo 1201 4 M If a child object of the subkey is

O 13 |12 InteliFarms 10j0803 12:03:13

O 14 |5 Extensions 10/0803 12:18:17 Changed [Va|UeS], the Iast

[ 15 |I5) Toobar 10/08/03 13:19:25 . u

5 16 i e 162203 modified date/time of the subkey

[ 17 | I Download 10/08/03 16:27:20 . .

01 18 | Menut 1008403 16:28:21 will reflect the date and time of

(] 19 |I55) Searchurl 10/08{03 16:28:21

[ 20 |15 Explorer Bars 10/09(03 03:05:44 the change.

& 21 |I) TypedURLs 10/12/05 13:16:26

O 22 | Main 11/29(03 04:16:14

Al >

=E
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B The “hardware” subtree is not viewable in the static
registry.
-5 The hardware

Fle Edt Vew Fgvomtes Hep

= B My Computer Hame Type Data H
+ (0 HEY_CLASSES ROOT ab) Defa i) REG_ST (vl not sst) SUbtree IS mounted
#- L) HKEY_CLRRENT _USER

= (00 HEY_LOCAL_MACHINE and aCtive When

= I HARDWARE

: jm\ Windows is

s Sirsaacoue running. The
S \ subtree is
o Hardware

dismounted when
Windows shuts
down.

# ([ HKEY_CLRRENT_CONFIG

Py COMPUBErHKEY_LOCAL_MACHINE\SYSTEM




B The live view of the SAM file (Security Accounts
Manager) with Regedit is extremely limited (default
permissions do not allow viewing).

£ Registry Editor =1olx]

Eile Edit Yiew Favorites Help

= Iy Compter Mame |
-2 HKEY_CLASSES_ROOT [ab) (DeFault)

{1 HKEY_CURRENT_USER.
B[ HKEY_LOCAL_MACHINE
{1 HARDWARE

-] SOFTWARE EI"IdS HEl'e
-] SYSTEM

-(Z0 HKEY_UUSERS

(L3 HKEY_CURRENT _CONFIG

My ComputeriHKEY_LOCAL_MACHINELSAMISAM
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lhe static view of the SAM file with EnCase...

EnCase Enterprise Training = B

= + || Case (Registry Lesson (Windows 10]) = &3 View v ' Teols + €l Enterprise = i EnScript ~ (= Add Evidence ~ 0~

i3} Home | /S Evidence %

e R e R e A TR R R 7 =
~ || 55 Table | #2 Timeline [ Gallery
T~ 2l ~ [ Selected 0/197 =
Tessefz] =
O 1] efauins 0
1k EnCase and other
ol . .
= forensic registry
=] . -
o0 viewers display the
od
o B
ok e other subkeys...

O )) Defautccount pioc vl < >
|} Fields || Report [*] Text Hex | jiiji Decode [#] Doc = | Transeript [ Picture ] oo 3y |Z] 3% [ Llock (=
Options ™4 Codepage ~ A TextStyle » 34 Find 23 | [ (2] | 5] Compressed View | [ [ -

Empty File
] Registry Lesson (Windows 10)\Windows 10 x64\D\Wi g iTool-CreateHi...\(Default) (PS 27 CL 27 50 1 FO O LE 4)
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=] AccessData Registry Viewer (Dema Mode) - [SAM]

- Registry Viewer

Lt Wreten Tera

e Wame

NT Hash
Lk

Aceenbuta Regutry Viewss

| Mame ™ Oata

-4 FEG_BSMARY (020001 000000 00 00 A3 80 €3 63 26 CF CF 010000
L FIG_BRARY 0000 00 001 00100 00 02 00 1 0 BC 0000 00 1490
B fercaPuee. HOBMARY 0000000

Offuee 0

1.8.05 is the
latest version as
of this writing
and is
compatible with
Windows 10
Registry files.

B Layout similar to
Regedit

B Reads one
registry hive at a
time

W Excellent
reporting tool!

- ¥

AccesiData Re

oo
s
= ooa1eT
2 o0
2 oA

sty Viewer (Dema Mode) - [SAM - o lEN
[ Foaeme Type [

HF REGBSMARY (020001 0000 0000 00 A3 B0 £3 B3 26 CF CF 1 0000

R RIGBBGAKY  000000008C 006000 &2 0041 00 BC 800080 1400

B ForcePmon.. REGEMARY 00000000

[ Wy Propriees

Lt verenen T

1 urigur daentur
Usar Hame
Desorgton

Logen Count

Last Logon Time

Last Password Crange Time
Epiation Tme
Invald Logon Count
Last Fabed Login Time
Account Desbled
Fassword Requred
Country Code

Hours Alawed

NT Hash

L

AcoeuDuta Regatry Viewer

Offser 0

CYBERFRENS!CSI
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H Left pane:
keys/subkeys

H Right pane: values

H Bottom left: Key
properties mostly,
but sometimes
value properties, if
applicable

H Bottom right: value
in hex/text

W Dates/times
reported in
UTC/GMT (all)

13



Windows 10
Reqistry
Artifacts
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B Time 2one Settings

B Determining the offset from GMT is critical in any forensic
examination these days.

B The default file system for Windows 10 is NTFS, and beyond
that, there are numerous other Windows files and data
structures that utilize the FILETIME format.

B Once aqgain, the correct interpretation of the data/time is
dependent on the correct offset from GMT applied to the
evidence!

B Time zone information is found in the SYSTEM hive under
the SYSTEM\ ControlSet###\Control\Time2onelnformation
subkey.

B Most of the values are similar to recent Windows Versions
with the exception of a few differences.

14



M First, determine the current control set.
W Locate the SYSTEM\Select\Current value

AccessData Registry Viewer (Demo Modd]
File Edit Report View Window Help
=2 | \ | ®
-2 SYSTEM Name Type Data
ad C”"C"D‘SHIDD‘ 8 Current REG.DWORD  0x00000001 (1)
g E°"t’” [#% Default REG_DWORD 000000001 (1)
nam 2% Failed REG.DWORD  0x00000000 (0)

-1 Hardware Profiles
21 Policies

m-] Services

[ DriverDatabase

A% LastKnownG... REG_DWORD 0x00000001 (1)

[ HardwareConfig o]0l oo oo oo

[ Maps

[ MountedDevices

3 RNG
-

21 Setup

3 wpa

B Key Properties
Last Written Time

SYSTEM\Select Offset: 0

B Next, navigate to the

subkey. Llet’s explore the valves...

SYSTEM\ControlSet00#\Control\Time2onelnformation

CYBERFRENS!

AccessData Registry Viewer (Demo Mode) - [SYSTEM]
File Edit Report View Window Help
| | | | 7
: £ SystemResources # | Name Type Data
- TabletPC & DaylightBias REG.DWORD  O:FFFFFFCA (42049672
'D Terminal Server [3B] DaylightName REG_S7 @tzres.dil,-191
g E'b";erfmalnfmmatm” &8 StandardStart REG_BINARY 0000 DB 0D 010D 02 00 00 00 00 00 00 00 00 00
3 ush g StandardBias REG_DWORD (000000000 (0]
@ usbflags StandardMame REG_SZ @tzres.dll,-192
{2 usbstor E{Bias REG_DWORD 000001 A4 (420)
EE R 4 E{Day\ight&art REG_BINARY 00 00 03 00 02 00 02 00 00 00 00 00 00 00 00 00
3 2 E":lTlmeZnneKayName REG_S7 Mountain Standard Time
B Key Properties @{Dynam|cDayI|ghtT|mED|sabled REG_DWORD 000000000 (0)
Last Written Time @ActiveTimeEias REG_DWORD 000001 A4 (420)
Standard Start Da
Dayiight: Start Dat 0|C4 FF FF FF Aygy
Standard Bias
Daylight Bias

15
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W Daylight Name and Standard Name
M Both refer to TZRES.DLL with a string identifier.

W Within the DLL file, there are string identifiers that refer to
specific time zone offsets. See the example below & URL.

String ID String Text
10 (UTC-01:00) Azores

1 | Azores Daylight Tinae

12 | Azores Standard Time

(UTC-01-00) Cape Verde Is.

21 Cioe Vcrd: Doyt Tiawe http://www.nirsoft.net/dll_inform
P Cape Verde Standasd Time o .
T — ation/windows8/tzres_dll.html

31 Mid-Arlsunic Daylight Tisne

i | Mid-Artsnric Standard Time

40 (UTC-03-00) Brasilaa

1" E. South America Daylight Time

42 |E. Souh America Standard Time

(UTC-03-00) Gr land

51 Greenland Daylight Time
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B Daylight Bias: Number of minutes offset from the bias for
DST settings

W Standard Bias: Number of minutes offset from the bias for
standard (usually zero)

B Daylight Start & Standard Start: (See Next Slide)

W Bias: Number of minutes offset from UTC for the Time 2one
Setting

B ActiveTimeBias: Number of minutes offset from UTC for the
current time setting

B TimeZ2oneKeyName: Friendly Time 2one Setting Name
B DynamicDaylightTimeDisabled: [See Next Slide)

16



W Daylight Start & Standard Start

B Sixteen Bytes, 2 bytes per meaning, convert hex to decimal

W Year, Month, Week, Hour, Minutes, Seconds, Milliseconds,
Day

® Year: If the year is zero, it reoccurs every year

® Month: # indicates the month (I-12)

® Week: week in the month when the setting will start
©® Hour: # hour of the day in 24-hour format

® Minutes: # of minutes when the setting will start

® Seconds: # of seconds when the setting will start

® Milliseconds: # of seconds when the setting will start
® Day: Day of the week when the setting will start

ADVANCED ——

CYBERFORENSICS
S

B Example of Standard Start value data (hex)
m 00 00 OB 00 01 00 02 00 00 00 00 00 00 00 00 00

® Year. 00 00 = every year

® Month: 0B 00 = 1l [November)

® Week: 0100 =1 (first week of the month)

@ Hour: 02 00 = 2 [2" hour of the day, 0200 hours or 2AM)
® Minutes: 00 = O (no offset)

® Seconds: 00 = 0 [no offset)

® Miliseconds: 00 = 0 [no offset)

® Day: 00 = 0 (no offset)




AccessData Registry Viewer (Demo Mode) - [SYSTEM]

File Edit Report View Window Help _|=
= | | ®
20 SystemResources A | Name Type Data L
TabletPC [ DaylightBias REG.DWORD  OxFFFFFECA (4204967236)
0 Terminal Server [3]DaylightMName REG_SZ @tzres.dll,-181
g E‘b’:‘ej“e‘”mmm" 2% Standardstart REG_BINARY 0D DO OB 00 01 0002 00,00 00 00 00 00 00
3% StandardBias REG.DWORD  0x00000000 (0)
-1 ush
03 usbfiegs [3B]StandardName REG SZ @teres.dil 192
5B wbster 2% Bias REG.DWORD  Ox000D01AM (420)
3 van 3 DaylightStart REG_BINARY 0D 0003 00 02 00 02 00 00 00 00 00 00 00
: o aran. MU IES TimeZoneKeyName REG_SZ Mountain Standard Time
2 Key Properties @Dynam\cDayI\ghtTlmeDlsablEd REG_DWORD 0x0D0D0000 (0)
Last Written Time (& ActiveTimeBias REG.DWORD  0x000001Ad (420) 9

Standard Start Date <

Daylight Start Date

standard Bas 20|64 00 20 00 54 00 €9 00-6D 00 €5 00 00 00 d- T-im-e---
Daylight Bias
SYSTEM\ContrelSet001\Centrol\TimeZonelnfermation Offset: 0

004D 00 &F 00 75 00 &E 00-74 00 €1 00 &9 00 &E 00 M-o-u-n-t-a-i-n
10|20 00 53 00 74 00 &1 00-6E 00 €4 00 &1 00 72 00 St-andar

E

ADVANCED —— p—

CYBERFRENS!CSI
=] 1y

HIf a user selects the option to NOT automatically
adjust for daylight savings, the value data for the
value name “DynamicDaylightTimeDisabled”

changes fromaOtoal

B The value data is a 32-bit integer (4 bytes])
decoded little endian (hex to decimal). If the value
is “I’ daylight savings will NOT apply.

o Registry Editor
File Edit View Faverites Help
b | TabletPC [ Name
Terminal Server 25| DaylightName
TimeZenelnformation ok

£ DaylightStart

Ub,
: ;m ! DynamicDaylight TimeDisabled
! us

+ || ®8standardBias

usbflaas B
< > <

Type
REG_SZ
REG_BINARY
REG_DWORD
REG_DWORD

Data
Dtzres.dil-191
000003 0002 00(
0:00000000 (0)
0:00000000 (0)

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet0D1\Control\TimeZeonelnformation

18



B UsrClass.dat is another registry file that was introduced in
Windows Vista

M It is located in the \Users\<user name>\AppData
\Local\Microsoft\Windows directory.

B From the start menu in Windows 10, the run command no
longer exists. It was replaced with a search field directly
above the Windows icon.

B Some commands [not all) result in an entry in the
\<SID> Classes\LocalSettings\Software
\Microsoft\Windows\Shell\MuiCache subkey

N1
= AllApps

ADVANCED —— p—
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B The properties of the Windows 10 recycle bin have been
consistent since Vista.

B In Windows, user’s can send [move) files to the Recycle Bin
or completely bypass it [similar to Shift + Delete command)

B In Windows 10 (Vista, 7 and 8 as well), the registry path is
NTUSER.DAT\Software\Microsoft\
Windows\CurrentVersion\Explorer\BitBucket\Volume\{GUID}\
NukeOnDelete

B | = bypass Recycle Bin, 0 = move to Recycle Bin

B This setting is user specific [not the entire system, unless set by a
group palicy)

B Max capacity of the user’s Recycle Bin is also list in the value Max
Capacity (hex to decimal = megabytes of maximum files in the bin)

- BitBucket || Mame Type Data
i 4-lg Volume 35] (Default) REG_SZ fvalue not set)
/] {0012d372-0000-000D-007e-0000OODDOODD} i MaxCapacity REG DUORD 0001360 (5102
.} {70e7¢111-0000-0DDO-DODD-F01500000000 -
o ﬂ: o ! [ NukeOnDelete REG_DWORD £x00000000 (0)
abinesses
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B Remote Desktop [RD) is a feature that allows a user to log

in to a computer from a remote location and run the OS,

access files, run programs, as it they were sitting in front of
the physical device.

B Why should examiners care about this feature?
B “Someone logged into my computer and did this, not me”

B In Windows 10, the registry path to determine if Remote
Desktop is turned on or off is
SYSTEM\ControlSet###\Control\Terminal Server\fDenyTSConnections

— ; istry Editor = = EN
m 1 =RD is turned OFF Regisiry
Fovorites Help
n _ . 5L TabletPC A | Name Type Data ~
0 =RD is turned ON 47l Terminal Server 84| DeleteTempDirsOnExit REG_DWORD 0xD0000001 (1)
?dd‘”st el REG_DWORD 0x000ODD0D (0)
onnectionHandler
ooty | EfSngESsionbeis REG DWORD 00000 )
> >
JCAL_MACHINE\SYSTEM\ControlSet00T\Controh Terminal Server

E
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. . . .
B The Windows Firewall is normally turned on by default in
. . . . .
both all versions of Windows, including Windows 10.
W « Windows Firewall » Custorize Settings v o Se Help pratect your PC with Windows Firewall
Windlows Firewall can help prevent hackers ar malicieus seftware from gaining
. . th gk the lnt t o rhwark.
[Customize settings for each type of network rovan e ntemet ora ot
ou can modify the firewall settings for each type of network that you use. . @ Private netwarks
Frivate network seftings Metweres at home or wark whese you know and trust the peaple and devices
@ @ Tumon Windows Firewall
[ Block all incoming connections, including those in the list of allowed apps \Winclesws Firewall state: fin
Naotify me when Windows Firewall blocks a new app Incoming cannections: :“:"; “:: '"""‘""i"“"-" ap
st of allewed apps
gl (73 Turn off Windows Firewall (not recommended)
Public network settings
@ ®Tumon Windows Firewa o Registry Editor
[[IBlock allincoming cofl File Edit View Favorites Help
[¥] Notify me when Wind T ao) FrewalPalicy Pl T - —
B O Tum off Windows Firewa DemainProfile a5 (Default) REG_SZ {value not set)
B - ;":"‘_‘“!R”F'TS %4 DisableNotifications  REG_DWORD xDDO0DDDD (0)
o umhereTe ] EnableFirewall REG_DWORD (00000001 (1)
. RestrictedServices
4 StandardProfile
: Legging
Cariritr 4
< > <
[Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSetDD1'\Services\Shared Access\Parameters\FirewallPolicy'\StandardProfile




B The following registry values determine the state of the
Windows Firewall for private (standard), public, and domain
networks.

B SYSTEM\ControlSet###\Services\SharedAccess
\Parameters\FirewallPolicy\StandardProfile\EnableFirewall

B SYSTEM\ControlSet###\Services\SharedAccess
\Parameters\FirewallPolicy\PublicProfile\EnableFirewall

B SYSTEM\ControlSet###\Services\SharedAccess
\Parameters\FirewallPolicy\DomainProfile\EnableFirewall

E0=0FF,1=0N

B The other surrounding subkeys store service restrictions
and firewall rules [standard & user-defined)

ADVANCED —— mp—
CYBERFRENS!S
A ¥l

B SOFTWARE\Microsoft\Windows\CurrentVersion\ Authentic
ation\LogonU\LastLoggedOnUser

B The value data will list the user’'s name, which is actually
stored in Unicode.

Edit View Favorites Help

e Authentication Py Type Data
B Credential Provider Filters : REGSZ (value ot set)
by Credential Providers 8 ldieTime REG_DWORD 000001328 (6312)
t:;ts:ljlaa"cma"t 28] LastLoggedOnProvider REG_SZ {6OB7BERE-EADS-445C-OCFD-0BATFT4EASCD)
-], AccessPage ab)| actl ogged OnSAMUser REG 7. Red
) Background |a5] LastLoggedOnUser REG_SZ Red |
b Boothnimation ab] LastLoggedOnUsersiD REG_SZ 5-1-5-21-745828115-2681563303-3611061688-1000
| ClearAutologon ﬂcﬂNetwurkStatusTypE REG_DWORD (00000000 (0)
| FingerprintLogon 28] SelectedUserSID REG_SZ 5-1-5-21-745028115-2621563203- 3611061681000
. LogonSoundPlayed 5] ShowTableteyboard REG_DWORD 000000000 (0)
. PicturePassword
PINLogonEnrollment  »

Jter\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUl
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B During a live Windows session, the logged on users are
recorded in the volatile registry path listed below.

B THIS IS DELETED ONCE THE MACHINE IS POWERED OFF!

B SOFTWARE\Microsoft\Windows\CurrentVersion\Authenticati
on\LogonUN\SessionData\<#>\LastLoggedOnSamUser

H In the parent subkey LogonUl, there is a subkey called
SessionData.

B The child subkey names of SessionData are numbers
beginning with 1, 2, and so on.

B Within the "#" subkey is the value, "LastLoggedOnSamUser".

B The LastLoggedOnSAMUser value stores the computer name
and user name in Unicode.

ADVANCED ——
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B The session subkeys are created when the OS is running
and at least one user is logged in.

B Session subkeys are created for other users who login.

B When User A selects the option to "switch user”, User "B"
logs in and switches user, and User "A" logs back in, there
will be three session subkeys (2 for A, 1 for B).

B If User A and B login/logoff back and forth, there will only
be two (2) session subkeys.

B After a normal shutdown or even disconnecting power, the
session subkeys are deleted.

B Here's an example within Vista (Windows 10 should be the
same, assuming you can switch users... not present in beta
___release]
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B Note the “I” subkey and values (only user logged in)

*

' Registry Editor
File Edit View Favorites Help

Credential Providers Type Date

b (Default) REG_SZ (value net set)
TTatloggeaUnPronaer  FEG. ToTTSDCTE- 5300} 57 A-BC13-2CD81B0D28ED}
5| LoggedOnSAMUser REG_SZ Den-PC\Dan
4 |, SessionData
T ) oggedOnUsermame REG_SZ \Dan

I ] UserLanguagelD REG_DWORD  0x00000408 (1033)
BITS
Component Bazed Servicing
. Centrol Panel

TogonUl
| {72d36bdd-8ddi3}451 e-B0a1-FdfEbE30fc
BostAnimation

Controls Folder
DateTime
Device Installer

Niannnstics
« | i | b <] i

[E‘mma;“j Computer\HKEY_LOCAL_MACHINE\SOFTWARE' Microsoft\Windows\CurrentVersion\Authentication\LogonUl\ SessienData'l
Promp

y
=5

N Lo

 Pegisny Lditoe

File it View Favorites Help

C1ES:

Dan-PCeha-i

(8PS

CHINE SOFTWARE Mherosel et CumrentVersss Acthenticabier) | egonl¥ Seviendats 2

Cemputer\ HKEY_LOCA

—

Cs|
O M|
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1 fe fst Bepon Yew Window Help

B Windows 10 stores local user account information in the
SAM hive [name, password, login date/time, hints, etc.)

ActessDats Registry Viewer (Demo

W Navigate to SAM\Domains\Users
a T P

- oEm

LAF)

0000 00 00 00 A3 BO 63 B3 26 CF CF 01 00 00
/00/BC 00 00 00 02 0091 00 BC 00,0000 14.00..

Hours Alowed

ey Properties

SANSAN Dersing A ent Users\I00001F4

Identifier or RID.

B The result is the RID.

CYBERFORENSICS)
¥, ATION

B Under the Users subkey, you will find a series of user
folders that written in hex notation.

B As you may recall from previous courses or training, each
user is assigned a Security Identifier (SID).

B The last 3+ digits of the SID is referred to as the Relative

e
L

E\\e Edit Report View Window Hel
b | |

B Convert the hex value to decimal

H Example: 00000IF4 = 500

=32 saM
222 Domains
ED Account
{2 Aliases
-2 Groups
-0 Users
-£Z3 DDDOD1F4
(Z3 0DDOD1FS
--{Z2] 0DDOOTF7
--{Z2 0DDO03E8
(Z3 ODDOO3EA
--{Z2] ODDDO3EB
@- Names




B The V value data shows

the name of the user in
plain Unicode text

MName

Rg F

Bg Vv

#Y ForcePasswordReset
<

Type
REG_BINARY
REG_BINARY
REG_BINARY

Data

020001000000 00 00 A3 B0 63 B3 26 CFCF 01
0000 00 00 BC 0000 0002 00 01 00 BC 00 00 00 14

00000000

B Administrator is the built-in
account on the local
machine

B The RID is 500, which is
common on installations of
Windows from NT to
present.

Q70|00 00 00 00 00
080 |00 00 00 00 44
080 (5C 01 00 00 08
0a0 |04 00 00 00 00
ob0 (00 00 00 00 7€
0cO (&0 01 00 00 04
040 |9C 00 00 00 AC
0=0(02 00 30 00 02
0£0 (01 01 00 00 0O
100 |FF FF 1F 00 01
110(02 00 58 00 03
120(01 01 00 00 00
130 |FF 07 OF 00 01
14020 02 00 00 00
150 (00 00 00 05 15
160 |B8 6D 3C D7 F4
170
180
130
1a0
1b0
1lcO
1d0
le0
1£0
200
210 |FF FF FF FF FF

oo
oo
00
oo
L]
oo
oo
oo
oo
oo
oo
00
oo
24
oo
oo

FF

00-44
00-15
00-01
00-68
00-04
00-00
00-14
00-02
01-00
00-00
00-00
01-00
00-00
00-44
00-B3
00-01

FF-FF

01
oo
00
01
[als]
00
oo
ca
oo
00
oo
00
Qo
[als]
FS
02

FF

00 00 00
00 00 A&
00 00 64
00 00 14
a0 00 00
00 00 01
00 00 44
14 00 44
00 00 02
00 05 07
14 00 5B
00 00 00
Qo 05 20
a2 00 01
75 2C A7
a0 00 00

FF FF FF

i)
oo
)8
0o
oo
i)
oo
i)
co
i)
03
00
0o
05
[}
oo

FF

aa
[ul}
[ils}
0o
[ula}
14
oo
05
14
aa
02
18
0o
[ula}
DS
oo

FF

FF | ¥¥¥yVVyyyvivyvyy

M In Registry Viewer, we can
view the key properties,
which “decodes” the data in
the F and V values for us.

B Registry Viewer show the

M In order to access all of the
decryption and advanced
features of registry viewer,
you must have a fully
licensed version.

RID as “SID unique identifier’

CYBERFRENS!

{5 Users

-3 000001F4
Z3 nnnnn1 FS

E Key Properties
Last Written Time

User Name

SID unique identifier

Description

y Logon Count

NT Hash
LM Hash

Old NT Hash

Expiration Time
Invalid Logon Count

Last Failed Login Time
Account Disabled

Password Required
Country Code
Hours Allowed

Last Logon Time
Last Password Change Time
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B We have reviewed the data that will be present for local
authenticated accounts.

H Domain accounts do not appear under the
SAM\Domains\Users subkey.

MW Rather, appear under SAM\Domains\Names

® However, there is no way to determine the user’s RID [or full
SID) from the values.

B Therefore, you must navigate to the SOFTWARE hive as
follows

B SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList

B Locate the ProfilelmagePath value.

=E
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B Review the value data, which shows the logical path to the
user’s profile folder on the local machine.

B In this example, we see the SID [S-1-5-21-745928I15-
2681563303-3611061688-1000]) for the user, “Red.”

AccessData Registry Viewer (Demo Mode) - [SOFTWARE] - o IEN
File Edit Report View Window Help _ =)=
=2 | | 7

: £ ProfileList Ly ™ I Dat.
[N REST
(3 5-1-5-18 D
. Qsisa 8 state REG.DWORD  (x20000000 (0]
| 24 5-1-5-21-745028115-2681563303-3611061688-1000 v -

@€ sid REG_BINARY 0105000000000005150000008

E Key Properties

@{Pruﬁ\eAttEmptedPruﬁ\eDuwnluadTl‘.. REG_DWORD 000000000 (0)
Last Written Time

@ ProfileAttemptedProfileDownloadTi.. REG_DWORD 000000000 (0)

88 Profilel oadTimeL ow REG_DWORD ~ 0x00000000 (0)
[B& ProfileLoadTimeHigh REG_DWORD  0x00000000 (0)
[B¥RefCount REG_DWORD ~ 0x0000000D (0)
[88 RunLogonScriptSync REG_DWORD ~ 0x00000000 (0)
<€ >
0043 00 3& 00 SC 00 55 00-73 00 65 00 72 Q0 73 00 i\-U-s-e-r-s-
10|5C 00 52 00 &5 00 €4 00-00 00 R-e-d

OETWAREL RS STt | LT 2 D lelicth So1.5.01. 745600413 2804 LOffeet- 0
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B Each user account may have a password hint.

M It is located in the
SAM\SAM\Domains\Account\Users\<32-bit hex
value>\UserPasswordHint value, the user’s hint for their
password is stored in Unicode.

E AccessData Registry Viewer (Demo Mode) - [SAM]
File Edit Report View Window Help
FEECIEE T TR

&[0 Users A | Name Type Data
(2 000001F4 & REG_BINARY 020001 00 00 0D 0D 00 SE 07 7576 2E 10 DO 01 00 00 O...
8 ﬁ}g By REG_BINARY 000D 00 00 BC 00 00 00 02 00 01 00 BC 00 00 00 06 00 ..
_____ 3 0o00EE 8 ForcePazzwordReser  REG EINARY 00000000
o o0000aEA [ UserPasswordHint  REG_BINARY 6B 00 6E 00 69 00 67 00 68 00 74 00 73 00
&5 000003E8 (88 UserTile REG_BINARY 01000000 03 0000 00 01 00 0000 58 7C 00 0042 4D ..,
&+ Names
£ Dt e
B Key Properties ~|[0]e8 00 &2 00 69 00 &7 0o-68 00 74 0O 73 00 [nianes]
Last Written Time  12/5/2014 1:54:53 UTC
SID unigue identifier 1
User Name Red v
SAM\SAM\Domains\Account\User:\000003€8 Offset: 0

ADVANCED —————
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B In the SAM\SAM\Domains\Account\Users\<32-bit hex
value>\UserTile value, the user’s login tile [graphic) is
stored. The graphic is stored within the value data as a
bitmap regardless of the original format.

B Offset 12 [4 byte value] = B At the end of the value,
size of graphic the file type (BMP),
volume letter, full path,
and file name are stored
for the tile.

B Offset 16 = beginning of
bitmap data “BM”

01 0O o0 oo

01 00 00 oo |58 TCo0o0 Da s
1z 4D 0o 0o o0 oo

00 00 25 00 |=«P--- (-

00 00 7E 0O |=ro~rerms
10 00 03 00

oo oo oo oo

anoan onnonn
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B User Account Control [UAC) was introduced in Vista.

B UAC is a security component that enables users to perform
common tasks as non-administrators, called standard users,
without having to switch to an administrative role or user
account.

M A limited user has no administrative rights and cannot install
software or perform other administrative functions without
the permission of the administrator.

B If a limited user opts to install software, the administrator’'s
password [standard user or administrator) is required.

B UAC is enabled by default, but users can turn this feature
off through the Windows 10 Control Panel.

-,.
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B SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\
System\EnableLUA

H 0 = UAC disabled

B | = UAC enabled [default value) | esresisacon o

? Secutity Center
Ly Microsoft Windows
» | Details Continue | | Cancel |

User Account Contral helps stop unauthenized changes to your computer.

itg EnableLUA REG_DWORD 000000001 (1)
ig EnableSecureUlAPaths REG_DWORD (00000001 (1)

£

User Aceount Control =5

rmission to continue

L1 PowerEfficiencyDiagnostics

i @] PrecisionTouchPad PR o1 00 oo oo I -1
SOFTWARE\Microsoft\Windows\ CurrentVersion'Policies' System Start: 0 Selected: 4
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B Windows 10 Product Information
B Navigate to SOFTWARE\Microsoft\Windows NT\

CurrentVersion\

H Notable Values

@ Installation Date (value = InstallDate, Decode as Unix Date)
® Product Name [value = ProductName, Unicode)
® Registered Owner [value = RegisteredOwner, Unicode)

® Registered Organization [value = RegisteredOrganization,
Unicodel)

® System Root [value = SystemRoot, Unicode)
o Determines assigned volume letter to Windows (usually C)

=E
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B UserAssist: Tracks local program and file activity per user

M At least in the Enterprise version of Windows 10, UserAssist
keys track user activity much like a running log file.

B NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\

Explorer\UserAssist

58 Q:\frghcbd.rkr R
=-{Z] UserAssist Et 9 ;
[7%8 Zupebfbsg.Jvagbjf.PbagebyCnary R
=-{] {SEC4CAB2-CC14-11DF-BBBC-A2F1DEDT2025) - ; ) ’ ) )
L3 Count P8 jvaqbjf.vzzrefvirpbagebycnary_pj3alulgklijlizvpebfbsg jvaqbjf vazref... R
- {A3D53349-6E61-4557-8FC7-0028EDCEEBF6} B Zupebfisg.Vagrearglkcybere Orsnhyg R
E.E Count B Zupebfbsg.NhgbTrarengra{BNOQS4SO-RTC6-B4NE-NOIT-PI1BRON... R
1 (3] {BI6TEAD- AB25-4A0S-62R9-FEC22AAZBRAT, %{f(SQEDQBW—ENSDVMOVEBST—NBTTBSDZZDDR}\\Zjner\IZjnerGhbyf\\zg..‘ R
T2 Count g Zvpebfbsg.vaqbjf. vaqhjfvafgnyyre R
1.0 {BCB48336-4DDD-48FF-BB0B-D3190DACB3ER} B {1NP14R77-02R7-4R50-0744-2ROTNRS 19807\ FifgreC eberegurPbzc... R
.23 Count [ {53205404-1042-4252-9205-67QRD0285P23 N\ ertrvg rkr R
=0 {CAASIE3C-4792-41A5-0900-6A6ARD 2400} i Zvpebfbsg.Jvaqbif.PbagebyCnary. SbyqreBegvbaf R
L3 Count \Hfref\Erg\QbjaybngfiGehrPeleg Frghc 7.1n.rkr R
(-0 {CEBFF5CD-ACE2-4F4F-9173-9926F41749EA} A\Hfref\Erq\QbjaybngR\DF12Frghe.rkr R
R Count] [B{1NP14R77-02R7-4R5Q- 0744-2ROTNRS1980 7 hzfurkrp.rkr R
-0 {F2A1CB5A-E3CC-4A2E-AF9D-505A7009D442} i {1NP14RT7-02R7-4R5Q-0744-2ROTNR51980 T\ FlfgrzCebcregurfigin... R
- 9 gurfllg
{3 Count 7 Zvpebfbsg. NhgbTrarengrq.{73539705-8065-421N-QP70-0885555P4... R
- {FAESTCAB- 2036-45F0-A9AB-443BCFE33DSF} B {1NP14R77-02R7-4R5Q-0744-2ROTNRS19807 Pzzp.rkr R
- Count 74 GehrPelcgSbhagngvba.GehrPelcg R
- {FASODFCT-6AC2-453A-ASE2-SE2AFFASOTED] B Zupebfbsg.FcrNee_xms2dks38mtsp!Nee R
.3 Count pebfbsg P
L toun B Zvpebfbsg. vagbjf. Cubgblvrire R
o B e C i T, o o
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B User activity is tracked beneath these subkeys in the Count subkeys.

B The value names and value data are encrypted with ROTI3 encoding
[Caesarian cipher or Rotate by 13 places).

B The letter A would be listed as N while E would be listed as R.

B The raw data looks like this...

Name Type Data

@{Z\rpabfbsg‘JvaqufErnqvathfg_SJn<|o3q300jr!Z\rpebfbsg‘Jvaqufquvathfg REG_BIMARY 00000000
@{Z\rp ebfbsg.Jvaqbjf.Rkcybere REG_BIMNARY 00000000 C
& O\Frghctd.rier REG_BINARY 00 00 00 00
@{Z\rp ebfbsg.Jvagbjf. PbagebyCnary REG_BIMARY 00 00 0000 (
@]vaquf‘mrefvlrpbagebycnary7p1531unglrjI!zvpebfbsg.]vaqbe‘vzzrefvlrpbagebycnary REG_BIMARY 00000000
@Z\rp ebfbsg.VagreargRkcybere.Grsnhyg REG_BIMARY 00000000 (
&% Zvpebfbsg NhgbTrarengrq{8NOQI450-RTQE-B4NE-NIIT-PI1 BROCRONRS) REG_BIMARY 00 00 0000 (
[ 160809377-6NSD-4440-8957-N3773502200R M Zjner\ Zjner GbbyRizgbbyfg.rkr REG_BINARY 00 00 0000 (
@Z\rpahfhsgJvathf.lvathf\n’afgny}tre REG_BIMARY 00000000 (

{1NP14R77-02R7-4R50Q-0744-2ROTNRI19807MFIfgrzCeberegurfPbzchgreAnzr.rkr REG_BIMARY 00 00 00 00 (
3 53805404 043-4252-9303-67QR00285P23 Nertrqvg.rkr REG_BINARY 00000000 (
[2% Zvpebfbsg.vaqbif. PbagebyCnary.SbyqreBegubaf REG_BINARY 00 00 00 00 £
@{P:\Hfref\Erq\ijaybnqf\GehrPeI(g Frghc 7.1n.rkr REG_BIMARY 0000 0000
[& P2\ Hfref\Erq\Qbjaybngf\DF 12Frghe.rkr REG_BINARY 00 00 00 00 [
E{{TNP14RW—DERT—4R5Q—O?44—ERGTNR51 9807 Pzfurkrp.rir REG_BIMARY 00000000

e e im e e e mmm e e ae i o
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W Subkeys represent Windows Explorer, Internet Explorer, etc.
W {CEBFF5CD-...}
W {F4E57C4B-...}

&3 UserAssist
{20 {9EC4CAB2-CC14-11DF-BBBC-A2FIDEDT2085}

Executable Files

Shortcut File Execution

@(1 NP14R77-02R7-4R5Q-0744-2ROTNRI19807 frzzp rkr
74 GehrPelcgSbhagngvba.GehrPelcg

B Zvpebfbsg.FcrNee_smsadks38mtsp!Nee
@vaebfbsg.waquﬁCubgb\wjre

L. Count
(=-{20 {A3D53348-6E61-4557-8FC7-002BEDCEEBFE} [ Q:\frghctd.rkr R
.22 Count [7 Zvpebfbsg.vaqbjf.PbagebyCnary R
=] {B267E3AD-A825-4A00-82B9-EEC22AA3BE4T) B jvaqbjfivazrefvirpbagebycnary_pj5alu2gklijlizvpebfbsg vaqujfvzref.. R
L. Count @vaebfbsg.\lagreargchybere‘Qrsnhyg R
=-{10 {BCB48336-4DDD-43FF-BBOB-D3190DACB3E2} [B Zvpebfbsg.NhgbTrarengra {ENOQR4SO-RTCE-24NE-NI97-P18RO0... R
L3 Count [P {60209377-6NS0-4440-8957-N3773502200R N Zjner\IZjner Gbbyfizg.. R
{0 {CAASGE3C-4792-41A5-9909-6A6ABD32490E} [88 Zupebfbsg.vaqbif vagbjfvatgnyyre R
-1 Count B {1NP14R77-02R7-4R50-0744-2ROTNRS 19807\ FifgreC eberegurPbzc... R
-] {CEBFF5CD-ACE2-4F4F-9178-3926F41749EA} |~ R {53805404-1043-4252-9205-67QR00285P23 \ertrqug.rkr R
@vaebfbsg.waquﬁPbagaby(nary‘sbyqreBcgvbaf R
E'-C_' {F2A1CB3A-E3CC-4A2E-AFID-505AT009D442] % PA\HfreR Erg\Qbjaybngf\GehrPelcg Frghc 7. In.rkr R
E!DE%E‘;DTEEE-2036-45FD-A9AB-443BCFE33D9F} | PAHfrenErq\QbjaybnghDF12Frghe by R
= — B {1NP14R77-02R7-4R5Q-0744-2RO1NRS1980T Pzfurkrp.rkr R
L ] (FAGODFCT-6AC2-A534 ASE2- SE2AFFASOTAD) [R {1NP14R77-02R7-4R50-0744-2ROTNR 519807\ FifgraCeberegurfNgin... R
- 7 Zvpebfbsg. NhgbTrarengrq.{73539705-8065-421N-QP70-0885555P4... R
_ {21 Count R
R
R
R
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H You will find to Count subkey below each of the GUID subkeys.
B A GUID is a globally unique identifier.
B Registry Viewer decrypts the ROTI3 data as shown below.

B ROTI3 is basic encryption, which is easily decode with many
forensic tools.

2] AccessData Registry Viewer (Demo Mode) - [INTUSER.DAT) = B ﬂ
File Edit Report View Window Help = [ |f ]
=) | | | 2

: i -] {CEBFFSCD-ACE2-4FAF-9178-9926F41749EA} A | Name Type Data A
o 3 Count 8 PAHfref\Erq... REG_BINARY 00 00 00 00 01 00 00 00 00 00 00 00 F9 0¢
=] (£ {F2A1CB5A-E3CC-4A2E-AFSD-505A7009D442} - o o BINAR 00 040 D0 001 D0 00 00 00 8 00 00 00 |

{11 Count w

& PAHfref\Erg.. REG_BINARY 000000000100000001000000032

E Key Properties

Written Time

Value Properties 0000 00 00 00 01 00 00 00-01 00 00 00 OB 2D 00 00 -----
10|00 00 80 BF 00 00 80 BE-00 00 80 BF 00 00 80 BF ---¢

Value Name ROT13 20|00 00 80 BF 00 00 80 BF-00 00 20 BF 00 00 80 BF  ---;-

Time 30|00 00 80 BE 00 00 80 BE-FF EF FF FF 50 AR DO D& | ---¢-

40|03 10 Do 01 00 00 00 0O- )

Times Exacuted

ADVANCED —— p—
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M In this example, we see that the user executed regedit.exe on 6
occasions.

M The last written time for the subkey is irrelevant.

B The last time this value was updated [stored in the value data)
was 12/5/2014 @ 00:02:52 UTC, which is 12/4/2014 @ 07:02:52
Eastern Standard Time. This is accurate.

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT) = B
File Edit Report View Window Help
= 8 | | |2
' : | -0 {CEBFFSCD-ACE2-4F4F-9178-9926F41749EA} ~ [ Name
‘3 Count [#8{1NP14R77-02R7-4R50-0744-2ROTNRS1920 T\ FlfgrzCebereguiiPbzchgreAnzr.rkr
123 {F2A1CB5A-E3CC-4A2E-AFID-505AT009D442} (53805104 1043-4252-9305- 670R00285P 23 Pertrqg it
{3 Count = . .
£ (3 {FAESTCAB-2036-45F0-ASAB-443BCFEI3DSF} - :EZ"”Ebfhsg'J"“’W‘Phagihyc"wa"q'EB“mf
B Key Properties 00/00 00 00 00 0& 00 00 00-11 00 00 00 BE 46 1F 00 [
Last Wotten Time 10|00 00 &0 BF 00 00 80 BF-00 00 80 BF 00 00 &80 BF|---z---g---g---¢
5 20|00 00 80 BF 00 00 80 BF-00 00 80 BF 00 00 80 BF ¢ 3 3 3
= faE
pakuelpropertics 30|00 00 80 BF 00 00 80 BF-FF FF FF FF &0 05 38 DO & LYVYY -8D
Value Name ROT13 40[1E 10 DO 01 00 00 00 00- SDeeee-
Time
Times Executed
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B The FILETIME value for this 60 05 38 DO 1E 10 DO 01

DCode vd.02a (Build: 9206)
Corrvert Data o Date | Time Vales et
A g [T 08:00 =] I Windowon top
Desade Format: [Windows: 64 bt Hex Valoe - Litde Endian =]
aangh: [FIO30315IL1C701 ]

E

Date & Time: ||h~r_u|~xmb—rjn" %047 8500

2} AccessD ReglstryVlewer(De Mode) - [NTUSER.DAT] = B
[ File Edit Report View Window Ha\p
B0 |

=L {CEBFF5CD- ACEZ -AF4F-9178-9¢ -A174SEA} * | Name

‘3 Count } [ [INP14R77-02R7-4RSONGY4- 2RO TNRS 1980 )\ FlfgraCebcreguriPbachgreAnar.rkr
o@ S‘L‘;CE? ESCC-AAZE-APJF05ATO00D 442} [ {53805404-1043-4252-9305\;R00285P2 3\ ertrqug.rkr
oun

3 Zvpebfbsg.vaqbjf. PbagebyCnamNikyareBegvbaf

£ (23 {FAESTCAB-2036-45F0- A B-443BCFEI3DIF} v

<
B Key Properties // 0000 00 00 00 06 00 00 00-11 00 1F 00 [
L ast Written Time 10(00 00 20 BF 00 00 80 BF-00 00 : 80 BE|---i-og--i-
3 2000 00 20 BF 00 00 80 BF-00 00 20 B B R R s
o foittitl
plakuelpropertics 4 30 B0 BF 00 00 20 BE-EF FE EF FE| Do| -z egEEE EB
Value Name ROT13 40[1E 10 Do 01j00 00 00 00- B

Time
Times Executed

CYBERFORENS!CS

B In this example, we see that the user executed setupb4.exe
from the D: volume on 1 occasion.

B The last written time for the subkey is greater than the last
time the program was executed. Why?

B Recall that the subkey (parent) last modified date/time gets
updated ANYTIME the values are updated.

rﬁ AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT] 1
Eile Edit Report View Window Help
) | | | %
-] {CEBFF5CD-ACE2-4FAF-9178-9926F41749EA} A | Name
‘3 Count [3# Zvpebfbsg.IvagbjiErquat¥vfg_8jindo3gBoojiZvpebfbsg.vagbjfEmqyatyig

{10 {F2A1CB5A-E3CC-4A2E-AFSD-505A7009D442} 8 Zupebfbsg vaqbif Rkcybere

C
{1 Count T O:\frghc4.rkr
<

=, {1 {F4E37C4B-2036-45F0-ASAB-443BCFEIIDSF} w

B [Key Properties 00[00 00 00 00 01 0O 00 00-07 00 00 00 €3 &8 01 00

ast Written Time 10|00 00 80 BF 00 00 80 BE-00 00 80 BF 00 00 80 BE|---g---g- g
= 20|00 00 80 BF 00 00 80 BE-00 00 80 BF 00 00 80 BF EeE
gl ien g
pakiclEropertes 30|00 00 80 BF 00 00 80 BE-FF FF FF FF 10 CE 50 58 - - - - - -z §¥¥]
Value Nama ROT13 40|F1 OF D0 01 00 00 00 00- iB
Time
Times Executed
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B Windows Computer Name

B Navigate to SYSTEM\ControlSet00#\Control\ComputerName\
ComputerName

M This is the friendly name of the computer as it appears on the
network (netbios)

B The value is stored in Unicode

CYBERFORENSICS)
¥, ATION

B Windows Services
B Navigate to SYSTEM\ControlSetO0#\Service\

W Each subkey name denotes the name of the service

2] AccessData Reqistry Viewer (Demo Mode)
File Edit Report View Window Help
= 2 | |2
&8 SYSTEM ~ | Name Type Data
=+ Controlsetdon [35] (defauit) REG_TYPESZ  (value not set)
-1 Contrel
-3 Enum
{2 Hardware Profiles
{2 Policies
[=R=]

(3 \NET CLR Data

{21 .NET CLR Networking

{23 .MET CLR Networking 4.0.0.0

{23 .NET Data Provider for Oracle

{22 .NET Data Provider for SqlServer

(23 .NET Memory Cache 40

(3 NETFramework

(23 {1444ACE2-2561-4F72-9653-B6200

(2] {B5CE5EB2-6FBA-42A7-B45F-6COEF

{E {A99F10EA-3200-4C0D-8ACT-2025¢
(2 13%4ohci

2 3ware
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B SYSTEM\ControlSet00#\Service\<name>\Start

B Value that determines how the service will behave
@ 0 = boot
@ ] = system
® 2 = automatic
® 3 = manual [setting pictured below)
® 4 = disabled

B AccessData Registry Viewer (Demo Mode) - [SYSTEM]
Eile Edit Report View Window Help
=

|2 | | | 7
-0 DCLocator A | Name Type Data
+E DeomLaunch 28] DisplayName REG_SZ ©@%SystemRoot%\system 32\ defragsve.dil,-101
Eg?:ﬁ @{ ErrorControl REG_DWORD 0x00000001 (1)
E"j ImagePath REG_EXPAND_.. %5ystemRoot¥\systern32\svchost.exe -k defragsve

-{_] DeviceAssociationService

[Eistar REG_DWORD

D Devicelnstall -
{3 Dfsc i Type REG_DWORD 000000010 (16)
-3 Dhcp Ethes:nptlnn REG_SZ @%SystemRoot ¥\ system32\defragsve.dil -102

CYBERFORENSICS)
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B Windows DHCP IP Address

H Navigate to SYSTEM\ControlSet00#\Services\Tcpip\
Parameters\Interfaces\{GUID}\DhcplPAddress

B This is the IP address given to the computer from the DHCP
server / router / service

B The value is stored in Unicode [not pictured below)

ab|DhepDefaultGateway ~ REG_MULTI_SZ 172.16.42.1

%] DhepGatewayHardware REG_BINARY ac 10 2a 01 0% 00 00 00 96 84 0d d% 57 &b
_-:-:tﬂDhchatewa)rHardwa... REG_DWORD 000000001 (1)

I;[t%]DhcplnterfaceOptions REG_BINARY fc 00 00 00 0000 00 00 00 00 00 00 00 00 0D )
REG_SZ 172.16.424 |

ab| DhepMameServer REG_SZ 17216421

f_l_'JDhcpNetworkHint REG_SZ 4383F57457563747

EB]DhcpSer\rer REG_SZ 172.16.42.1

2b] DhepSubnetMask REG_SZ 255,255.255.0
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B Legal Notice & Text

B Navigate to SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\System\

B Find the following values: legalnoticetext / legalnoticecaption

B The value is stored in Unicode [not pictured below)

2} AccessData Registry Viewer (Demo Mode) - [SOFTWARE] = B
File Edit Report View Window Help _
=8 | ®

L] Explorer ~ | Name Tyge Data
£ NonEnum [28]legalnoticecaption REG 57 WARNING!! WARNING!! WARNING!!
=3 _ legalnoticetext REG_SZ The content of this system is encrypted with Windo...
[ Audit
ol U;JNI [ scforceoption REG_DWORD  (x0DDDODDD (0)
- [3 shutdownwithoutlegen REG_DWORD  0xD0DDDDD1 (1)
{22 PowerEfficiencyDiagnostics =
23 PrecisionTouchPad 3 undockwithoutiogon REG DWORD  GxDDDDDDDT (1)
3 Preleunch [3% FilterAdministratorToken REG_DWORD  0x0DDDDDOD (0)
{2 PreviewHandlers
(23 PropertySystem 0057 00 41 00 52 00 4E 0049 00 4E 00 47 00 21 00|WA RN I NG
&1 Proimity 10|21 60 21 00 20 00 20 00-57 00 41 00 52 00 4E 00 [1-1 WARN
o 2049 00 4E 00 47 00 21 00-21 00 21 00 20 00 57 0O|I-W-G-1-1-1- W
03 Pushetifications 30[41 00 52 00 4E 00 49 00-4E 00 47 00 21 00 21 00 [A-R-N-T-N-G-1-!
[ Reliability 40|21 00 00 00 !

CYBERFORENSICS)
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M Last Registry Subkey Viewed

H Navigate to NTUSER.DAT\Software\Microsoft\Windows\
CurrentVersion\Applets\Regedit\LastKey

M The last subkey viewed by the user is displayed in the value
data.

M It should be noted that this is user specific for each account.

4| Applets || Name Type Data

| ;amtd. ab) (Default) REG_SZ (value not set)
-4 SegTe i 24| FindFlags REG DWORD 0:x0000000e (14)
i ?"5 ray . lab REG_S7 Cnmputer\HKEY_CURRENT_USER\Netwnrk\li
- |, ApplicationAssociationToas e
vd| Vi REG_BINARY 2c 00 00 00 00 00 00 00 01 00 00 0O ff ff ff ff ff ff

ApplicationView
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B Show / Hide Files [files with hidden attribute)

H Navigate to NTUSER.DAT\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced\Hidden

® 0 = DO NOT Show Hidden Files
® | = Show Hidden Files

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
File Edit Report View Window Help
=2 | | | ?
ED Explorer ~ | Name Type Data
g Accent [ Stert_SearchFiles REG_DWORD ~ 0xD00ODOOR (2)
PR S‘*;”‘Z‘:p D [2% StoreAppsOnTaskbar REG_DWORD  0x00000001 (1)
[“_.‘IIHA ;:;tra:t‘““”' =T | o serverAdminl REG DWORD __ 0x000DO0CD (0
ppont - REG_DWORD
{11 ApplicationDestinations S

ADVANCED —— m—
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B Show / Hide File Extensions

H Navigate to NTUSER.DAT\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced\HideFileExt

® 0 = Show File Extension
® | = Do NOT Show File Extension

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
File Edit Report View Window Help
=2 | | | %
E‘D Explarer ~ | Name Type Data
02 Accent [ ServerAdminUl REG.DWORD  0x00000000 (0)
?.agv::ccr:Passwurd-De: E idden REG_DWORD 00000001 (1)
-CIA cominn howCompColor REG DWORD  (x000000D1 (1
pplontrac —
E . G
.- ApplicationDestinations ey
507 AutoplavHandler % DontPrettyPath REG_DWORD  (x00000000 (0)
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B Most Recently Opened: Applications & Files

H Navigate to NTUSER.DAT\Software\Microsoft\Windows\
CurrentVersion\Explorer\ComDig32

M Series of subkeys: s O[] ComDig22
® LastVisitedPidIMIRU: Applications % : E'“;E”“”
rstholder
® OpenSavePidIMRU: Files O] | tstvistssmaniy
m Applications are generally listed, but this is| "~ - S
based on the developer including this oL fe
registry data ol s
. . . Dl:l | PNG
B OpenSavePidIMRU contains files

W 0 value name is most recently opened file,
| value name is just prior, 2 is just prior, etc.

ADVANCED ——
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B OpenSavePidIMRU

M A file named “me.jpg” is the most recently opened file by this
user.

H As viewed in EnCase v7

4 ] |, OpenSavePidMAU A 'f|TabIe @Timeline FE Gallery
ol *
o) mm T 4+ 41 » [ Selected 0/5648
ol e Name
L o0l

D|:| | ‘ControlPane |:|;5 _1 -

> ] ), Discardabie

| FileExts Vi€

[) Fields || Report | 2] Text | [ Hex jjijj Decode %] Doc = | Transcript [E Picture ] ofe

] Options *4 Codepage ~ A, TedStyle v 33 Find 23 |4 [l | 5] Compressed View | [% | ]
000 - - -BACE &:i-e@- -+00| - -.€5 -¥:2&°LexB «p-ET-2---------& -

v
i
#




B LastVisitedPidIMRU

B Most recently opened application is iexplore.exe or Internet
Explorer

H As viewed in EnCase Vv7...

QD O T Viewing(NTUSERDAT) ~ [~ [~ 7~ O~ L~ & v v B | @~ G~ i~ 3 @~ &8~

4 % | C[ N ~ || 53 Table | ¥4 Timeline [ Gallery
. as
L oOlR o2 T & v 41 [ Selected 0/5648 .
| CIDSzEMRU Name LN el Wl

Ext Sie

o
o{|)) Firstholder 0 I
DD ; LastVisitedPidIMRU D = _1 -
4 DD , OpenSaveRidMRU
[N * W€ >

() Fields || Report | =] Text | B2 Hex jjjjj Decode ] Doc =] Transcript [ Picture ] oge %y 3| & [ Leck [}

Codepage v A TextStyle v 34 Find U3 | [ 2} | ] Compressed View | [ % [ J
-1-0-I- b ----p20D &:i-e@--+00|:- € -§17xBiCpge - -TDE - - R -IH- - - >I BaI-I|-28-p-I|-%6-B-

CYBERFORENSICS)
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M Internet Explorer Settings
B NTUSER.DAT\Software\Microsoft\Internet Explorer
B Typed URLS subkey holds latest URLS typed in the browser

B 0 is the most recent, | is the next previous, and so on...

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
File Edit Report View Window Help
F 3 | | |2
a TypedURLs A | Mame Type Data
[ i TypedURLsTime - — -
& UrBlockManuger [ urm REG_SZ http://uch.edu/
E"]urla REG_SZ http://daytonastate.edu/
{11 URLSearchHooks "
D User Preferences url3 REG_SZ http://www.nbcuniversalstore.com,
& Zoom Ea REG_SZ https//fwww.nbc.com/
-0 Keyboard urIS REG_SZ http://guidancesoftware.com/
(-2 MediaPlayer B urle REG_SZ http://espn.com/
-3 Microsoft Management Console L”I? REG_SZ http://nfl.com/
-0 MSF E REG_SZ http://google.com/
-0 Multimedia urIB REG_SZ https/fge.microsoft.com/fwlink/p/fLinkld=255141
(T Blarrmbne
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B NTUSER.DAT\Software\Microsoft\Internet Explorer\Main

B Browser Settings, start pages, tabs, etc...

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
File Edit Report View Window Help
|3 | | | %
03 1Emd ~ [ Name Type Data
(20 IntelliForms

|ab) Start Page REG_SZ hittps/ fwww.ucf.edu/
3 ApplicationTilelmmersiveActivation REG_DWORD ~ 0x0000DOOD (0)
7 AssociationActivationMode REG_DWORD ~ 0xDD0DDOOZ (2)

(3 International
21 InternetRegistry

(2 LinksBar i
23 LowRegist 58 OperationalData REG_QWORD Ox D (55834574848)
) Man g % CompatibilityFlags REG_DWORD  0x00000000 (0}
) FullScreen ¢ no
03 MINE 28] Fulls REG_SZ

23 New Windows % Window_Placement REG_BINARY  2C 0000 00 02 00 00 00 03 00 00 00 00 &3 FF FF 00 &3 F..
(22 Pagesetup fa8] ImageStoreRandomFolder REG_SZ mrsBbel

&2 Privacy {ab] Start Page Redirect Cache REG_SZ hittp:/fwww.msn.com/ecid=iehp

(2 Recovery [ Start Page Redirect Cache_TIMESTAMP ~ REG_BINARY ~ 5C46 E1 AC AD OF D0 01

(22 SearchScopes {a] Start Page Redirect Cache Acceptlangs  REG_SZ en-US

(23 Security 2 IE10RuROncePerinstallCompleted REG_DWORD  0x00000001 (1)
(2 Services REG_BINARY 0D 7F COAE AD DF DO 01
(0 Settings REG_MULTISZ _http://daytonastate.edu/ https//www.fsu.edu/
3 setup 68 00 74 D0 74 00 70 00-3A 00 2F 00 2F 00 64 00|B €L -
G sam 10(61 00 79 00 74 00 6F 0O-6E D0 61 00 73 00 74 00|2-y-t-o-n-a-3-t
{2 Suggested Sites 20(61 00 74 00 65 00 2E 00-65 D0 64 00 75 00 2F 002 -t-e-.-e-d-u-/
(3 TabbedBrowsing 30(00 00 62 00 74 00 74 00-70 00 3A 00 2F 00 2F 00| --h-T-T-p-i-/-/-
4077 00 77 00 77 00 2E 00-66 DO 73 00 75 00 2E 00 |w-w-w-. -F-5-u-. -

(22 Toolbar

@ TypedURLs 50|65 00 64 00 75 00 2F 00-00 00 0O 00 ed-u-f----

=E
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B As you may recall, Vista, Windows 7, Windows 8, and Windows
10 no longer record the last accessed date and time in the
standard information attribute of the each MFT record.

However, this can be turned on or off by the user.

Navigate to the SYSTEM \ControlSet###\Control\FileSystem
subkey.

B Locate the “NtfsDisablelLastAccess” value determines if the
last accessed date/time is being recorded or not.

1 = not updated
0 = updated
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B Locate the “NtfsDisableLastAccess” value determines if the
last accessed date/time is being recorded or not.

B In Windows 10, last access date/time is not recorded when a

file is opened!

B This is a system setting, not by user.

[ FileSystemUtilities
(2 GraphicsDrivers

{21 Keyboard Layout

2] AccessData Registry Viewer (Demo Mode) - [SYSTEM]
File Edit Report View Window Help
=2 | | %
(3 EarlyLaunch Name Type Data
G [B symlinkRemoteToRemoteEvaluation REG_DWORD  ©x00000C00 (0)
8 E;’::Cama &8 NtfshllowExtendedCharacter8dat3Rename REG_DWORD ~ 0x0000000D (0)
"8 Ficsyatem B DifsDisablegdotiNsmeCrestion
% NtfsDisablel astAccessUpdate REG_DWORD 0x00000001 (1)

ig SymlinkRemoteToLocalEvaluation REG_DWORD 0x00000000 (0)

{13 GroupOrderList @NfFSQUDtENDt\f’yRatE REG_DWORD (0xDO000E10 (3600)

(3 HAL R NtfsMftZoneReservation REG_DWORD 0x00000000 (0)

(1 IDConfigDB 2 NtfsDisablel fsDowngrade REG_DWORD  Dx00000D0D (0)
{1 InitizlMachineConfig @W\ﬂmFilESystEm REG_DWORD 000000000 (0)
2 1PMI [owhsar_oce e - aee munnn  nnnnnane o

|ﬂ 01 00 00 0o

ADVANCED ——
CYBERFRENS!

hysical

Registry Hive
Overview
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B NOTE: We will review a few aspects of the binary
registry

M This lesson is not intended to be comprehensive as the
registry is very complex.

B The intent of this lesson is to familiarize you with some of
the basic structures of the registry.

H Why?

B How often do you run across search hits in slack,
unallocated, or just by other examination techniques?

B Have you missed critical data?

B This will give you a jump start in the right direction...

ADVANCED ——

CYBERFORENSICS
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M Let's explore some of the binary structures of the hive...

B The binary structure of the registry hive is composed of
blocks, bins, and cells.

B Blocks are 4096 bytes in length
B The header of a registry hive is “regf” if 0x66676572

B The first block contains information about the registry
hive itself.

Yiew Pane

[=] Text| GlHex Lyooc % Transcript [ picture ElReport [ console 38 tetails GH outpt [ Lock [ Codepage [ 02
NO0000regte- - - -- TS T T T TR B - - ———
ooIDs<:EBpil-»EyEOOIO* .

D= e e e e e D04 - OV | &+ DbjyDo4- . B R R R -E= s ~IE R R TR R
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M At file offset 12 from the beginning of the registry hive,
the FILETIME date/time value records the last update

date/time of the hive file itself
HThe FILETIME value [discussed later) is

8 bytes in length, and can be decoded
within EnCase, Dcode.exe, etc.

Data Type

‘Windows DateyTime (Localtime)
OLE Date
Laotus Date

D5 Direckory Entry

WinGS Info Fie Recors

[=] Text wﬂ Hese| |l Doc 4] Transcript [ picture J Report (2] Console 4 b 5] Win2000 Info File Record

000000, 00 |regfa---&--- L[z GuID
0o001ZpEey 0o . CEIC\Single Files\NTUSER.DAT
00002403 0o .

00003620 Qg | sereBreeces e Record
00004850 00 [4r2eZeheCrce ime/Date
00006050 00 hrsrerres: 10417408 11:28:21AM
00007250 00 [v+Drarnsheons -

| 4]

[P

[=] Text LaalDoc %3] Transcript 5 Picture [ =|Report 5 Console 78 Detsls 2H output [ Lock [ Codepags B 1/112391
291633000 00 0L 00 00 00 4D 52 55 «4C &3 73 74 45 78 00 00 00 00 00 00 0O &8 62 €3 6E 00 70 ZC OO
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO E0 FF FF FF 76 EB
291639008 00 5a 00 00 OO0 38 71 2C 00 Ol OO0 OO0 OO0 01 OO ZC 00 48 65 &C 70 4C 63 cE 6B EO FF FF FF
2314207 6B 02 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol OO0 OO0 00 4E &F &2 &5 70 €1 €3 7Z D& FF

*, ~HelpLinkaiiy
*NoRepair@y

2916450FF FF 76 6B OC 00 34 00 00 00 88 70 ZC 00 0L 00 00 00 Ol 00 00 00 55 52 4C 459 6E 66 6F 41 *URLInfol
23lgd4806z €F 75 74 00 00 00 00 C3 FF FF FF 6% 00 74 00 74 00 70 00 3A 00 2ZF 00 EF 00 77 00 77 40 ctepric e Srwnwe
291651077 00 ZE 00 62 00 6% 00 74 00 74 00 6F 00 72 00 72 00 65 00 6E 00 74 00 ZE 00 63 00 &6F 00 freesmet_cctor

231654060 00 00 00 FO FF FF FF &C &6 01 00 28 72 2ZC 00 43 70 &C 73 F& FF FF FF 80 72 2ZC 00 FO FF jw---8§¥ylf-- (r, - CplseiydOr
2916570FF FF 6C 66 01 00 40 7B 2C 00 63 65 78 70 D8 FF FF FF 76 6B 05 00 20 00 00 00 10 71 ZC 00 [fFlf--@(,-iexplifvk - -
231660001 00 00 00 01 00 00 00 §0 7§ 62 6C €3 73 €% 65 72 00 00 00 00 00 00 00 DE FF FF FF 42 00 [---- sPublisher---
291663065 00 74 00 E4 00 €F 00 72 00 72 00 €5 00 €E 00 74 00 20 00 4% 00 €E 00 €% 00 2ZE 00 00 00 [irc:Trorxsrrernrcs Irneco
291666000 00 00 00 &0 FF FF FF 68 00 74 00 74 00 70 00 34 00 ZF 00 ZF 00 77 00 77 00 77 00 ZE 00 Fiyhetotepr i S frwewewe
231g6306Z 00 €2 00 74 00 74 00 &F 00 72 00 7Z 00 &5 00 &E 00 74 00 ZE 00 &3 00 &F 00 €D 00 ZF 00 britcrcrorerrre'ntt:.rcro'me /"
291672064 00 &E 00 61 00 ZF 00 77 00 68 00 &1 00 74 00 62 00 723 00 &4 00 6E 00 61 00 ZE 00 68 00 [d'm-a /wh-at-i-s-d-n-a-.-
23178074 00 €D 00 &C 00 00 00 00 00 DO FF FF FF £2 €5 ZC 00 AR €8 2C 00 DO €8 EC 00 F2 &2 ZC 00 trm-l-----D§FyHe,-"h, Ph, -zh,*
291678080 69 ZC 00 18 72 1C 00 40 70 2C 00 60 70 2C 00 ES 70 2C 00 20 70 ZC 00 00 00 00 00 &0 FF . p.En, B, .
Z31&6210FF FF €E 6B Z0 00 44 C1 CC D1 &C 3D C5 01 00 00 00 00 42 28D 02 00 01 Q0 40 00 00 00 00 00 «-HD .
2916840C0 70 2zC 00 FF FF FF FF 00 00 00 00 FF FF FF FF 88 7D 03 00 FF FF FF FF 06 00 00 00 00 00 |hp, -§3rr - - 00 - -
231687000 00 00 00 00 00 00 00 00 OO0 00 00 00 00 0D 00 00 00 43 6F 6E 74¢ 72 6F 6C Z0 50 61 GE 65 . +-Control Pane
291€3006C 00 00 00 A% FF FF FF €E €B 20 00 44 C1 ©C D1 AC 9D C% 01 00 00 00 00 C& 71 ZC 00 00 00 IH-O8 ek,

291693000 00 00 00 00 00 FF FF FF FF FF FF FF FF 0l 00 00 00 DO 70 ZC OO0 88 7D 02 00 FF FF FF FF -Dp, -0} - §¥iF
231626000 00 00 00 00 00 00 00 14 00 00 00 40 00 00 00 OO OO0 OO0 O0 04 00 00 Q0 43 70 &C 72 00 00 rrrerCplsee
291698000 00 D8 FF FF FF 76 6B 0& 00 40 00 00 00 48 7Z 2C 00 Ol 00 00 00 Ol 00 00 00 44 4E 41 63 . « - +DNAc
231702070 &C ZE €3 70 &C 00 00 00 00 00 00 B2 FF FF FF 43 00 3A 00 &C 00 50 00 72 00 &F 00 &7 40 VePrrtotge

291705072 00 61 00 6D 00 20 00 46 00 63 00 6C 00 65 00 73 00 5C 00 44 00 4E 00 41 00 5C 00 44 00 |rrasm- -F-i-l-e-s-%-D-H-&-\-D-
Z3170804E 00 41 00 &2 00 70 00 &C 00 ZE 00 &3 00 70 00 &C 00 00 OQ 00 00 00 00 88 FF FF FF &C 00 MW-h-c'p-l-.-c-prl--- ~O%Fl.
291711031 00 00 00 00 00 95 37 &1 9E 10 00 44 49 53 54 52 49 7E 31 00 00 54 00 03 00 04 00 EF BE [1-----07||--DISTRI~1--T- Sin
291714004 36 12 A4 73 3A A8 71 14 00 00 00 44 00 63 00 73 00 74 00 72 00 69 00 63 00 74 00 20 00 [J6-Hs: q---+Dei-s-torri-c-t-

291717061 00 €E 00 €4 00 20 00 43 00 E2 00 41 00 20 00 €D 00 €1 00 70 00 72 00 Z0 00 30 00 36 00 |arnrdr Co8rhs smearprse 006

2917200ZD 00 3Z 00 36 00 ZD 00 30 00 37 00 00 00 18 00 00 00 72 00 00 00 00 00 EO FF FF FF 76 €B |--Z-6---0-7- e - vk
231723008 00 04 00 00 20 €Z 35 00 00 04 00 00 00 Ol 00 00 00 E£Z €5 76 &% 72 €2 6F 6E EO FF FF FF |*++'+Obk * s Revisionddiy
291726075 6B 02 00 04 00 00 80 00 OO0 00 00 04 00 00 OO0 Ol 00 OO0 00 54 7Z 61 79 42 63 &F 6E D8 FF . - TrayIcondy

Z317220FF FF 7¢ €B 0% 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol 00 00 00 44 €3 72 61 €2 &C &5 52 [§¥F B s R Disabled
291732053 00 00 00 00 00 00 00 98 FF FF FF 58 3E 27 00 58 SF 27 00 &8 9F 27 00 F& 60 ZB 00 B8 61 [5---

23173502E 00 10 6z 2B 00 78 63 2B 00 % &3 2B 00 63 DA 23 00 02 64 2B 00 EO 63 ZE 00 53 &4 2B 00 [+--bt-xct-ct-hif- - dt-act -Xd+:
291738028 64 2B 00 BO 64 ZE 00 78 64 2B 00 10 65 2B 00 DO 64 ZE 00 FO 64 2B 00 30 65 ZB 00 20 66 [(d+-"db-xdé--et-Ddt-adt-Oet-
2917410ZE 00 DO 65 2B 00 FO 65 ZE 00 50 66 ZE 00 70 €6 2B 00 30 30 30 35 FO FF FF FF 6C 66 0Ll 00 |+-Det-det-PE+-pE+-000835Fiy1E--
291744068 38 ZC 00 E2 €8 €5 &C E0 FF FF FF €8 73 2C 00 82 73 2ZC 00 A8 73 ZC 00 18 30 1E 00 40 30 (b0, Sheldgijhs, Os, "5 =00 @0
29174701E 00 40 30 1E 00 00 00 00 00 DO FF FF FF 76 6B 14 00 04 00 00 80 FF FF FF FF 04 00 00 00 [--@0------ Baan's S [ a el




[=] Text LaalDoc %3] Transcript 5 Picture [ =|Report 5 Console 78 Detsls 2H output [ Lock [ Codepags B 1/112391
291633000 00 0L 00 00 00 4D 52 55 «4C &3 73 74 45 78 00 00 00 00 00 00 0O &8 62 €3 6E 00 70 ZC OO
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 E0 FF FF FF 76 EB
291639008 00 5a 00 00 OO0 38 71 2C 00 Ol OO0 OO0 OO0 01 OO ZC 00 48 65 &C 70 4C 63 cE 6B EO FF FF FF
23142076 €B 02 00 04 00 00 20 01 00 00 04 00 00 00 Ol 00 00 00 4E &F L2 &L 70 61 €3 72 D& FF

*NoRepair@y

2916450FF 43 6E 66 6F 41 - <+ -URLInfol
231648062 0g 77 00 77 00 fhetetepri-f S
f@omo@omopomomeae TR

FilEs - e, - CplseiisOr, - 85

g% [ his is the beginning BFEEsEs

23165707 F 00 10 71 2C 0O @{, - iexpliiHk sy,
231660001 " - FF FF FF . *Publisher- - - BB
=t 2 of the a block within T gt
291666000 0o 77 00 [oo Rt Erpe s S
231863062 00 ZF 00 [britn trotrrreermeti.coiome
291672064 * » 68 00 |dmrar/rwrhrastriss-donras.che
231675074 t e ’ve I e ZC 00 [t m- ; “sh,
231578080 " 20 FF serec@p,p .
Z916810FF 00 Qo ATt

23158400 00 a0

231887000 GE 65 |-++:sssesesces +:-Control Pane
231€3006C - 0o oo fDATH-OE g, e
== ¢ Note the sighature o oo

231896000 00 0o

291693000 41 63 |-+ -@-

231702070 €7 00

231705072 44 00

23170304 &C 00

291711031 EF BE

291714004 36 12 A4 73 3A A8 71 14 00 00 00 44 00 63 00 73 00 74 00 72 00 69 00 63 00 74 00 20 00 [J6-Hs: q---+Dei-s-torri-c-t-
291717061 00 €E 00 €4 00 20 00 43 00 E2 00 41 00 20 00 €D 00 €1 00 70 00 72 00 Z0 00 30 00 36 00 |arnrdr Co8rhs smearprse 006
2917200ZD 00 3Z 00 36 00 ZD 00 30 00 37 00 00 00 18 00 00 00 72 00 00 00 00 00 EO FF FF FF 76 €B |--Z-6---0-7- .

231723008 00 04 00 00 20 €Z 35 00 00 04 00 00 00 0L 00 00 OO E£Z €5 76 &% 72 €2 &F 6E EO FF FF FF rObE
291726075 6B 08 00 04 00 00 80 00 00 00 00 04 00 00 OO0 Ol 00 0O 00 §4 7Z 61 79 43 63 &F - TrayIcondy
2317220FF FF 7¢ 6B 0% 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol 00 00 00 44 &3 73 61 &2 +++Disabled
291732053 00 00 00 00 00 00 00 98 FF FF FF 58 3E 27 00 58 9F 27 00 &8 9F 27 00 F& 60 ZB D= =30 -00' - & +-0a
Z3173E50Z2E 00 10 &2 ZB 00 78 63 ZB 00 AB €3 ZB 00 &3 DA 23 00 08 &4 ZE 00 EO &3 ZB 00 58 ct+-hlg- - d+-act-Kd+-
291738028 64 2B 00 BO 64 ZE 00 78 64 2B 00 10 65 2B 00 DO 64 ZE 00 FO 64 2B 00 30 65 ZB 00 20 66 [(d+-"db-xdé--et-Ddt-adt-Oet-
2917410ZE 00 DO 65 2B 00 FO 65 ZE 00 50 66 ZE 00 70 €6 2B 00 30 30 30 35 FO FF FF FF 6C 66 0Ll 00 |+-Det-det-PE+-pE+-000835Fiy1E--
291744068 38 ZC 00 B2 €8 €5 &C E0 FF FF FF €8 73 ZC 00 82 73 ZC 00 A8 73 ZC 00 18 30 1E 00 40 30 ¥ s.0e00 @0
29174701E 00 40 30 1E 00 00 00 00 00 DO FF FF FF 76 6B 14 00 04 00 00 80 FF_FF FF FF 04 00 00 00 O
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2315330

Z916360 . » Al
2916390 % g R -, *HelpLinka¥y
291642076 *NoRepair@y
Z916450FF CUBLInfok
231648062

291651077 o SLo@o@o o Fo@omOEo
2316E406D % PR . - Cplsaiiids
2916570FF i T ..
291660001 *Publisher=---
Z91663069 irteTrorrrrrersnrns fTemeoe oo
291666000 FrRteEepe e fe Sy
231663062 brircrtrorrrrrernttr.rororme S
291672064 L - - domrar/owehractritsedeontar. che
= 4% [ he size of the bin is ke
291678080 N p.Ep, P, trF
Z31&6210FF «eeHD . .

B, - 0
. **Control FPane

=¥ 4,096 bytes

G55 a)- TR - SRR
291693000 D, O}~ -
Z91636000 crariCplses
291699000 eeeeiDNAe
281702070 S\ -Drreo-g
& H1 0x00001000
23170804E Medhocopele.sceprlecee-- OfFFl-

291711031 00 % R B Ris 5 04 00 EF BE |L-----07(|--DISTRI~1--T- Sin
291714004 36 12 A4 73 3A A8 71 14 00 00 00 44 00 63 00 73 00 74 00 72 00 69 00 63 00 74 00 20 00 [J6-Hs: q---+Dei-s-torri-c-t-
291717061 00 €E 00 €4 00 20 00 43 00 E2 00 41 00 20 00 €D 00 €1 00 70 00 72 00 Z0 00 30 00 36 00 |arnrdr Co8rhs smearprse 006

2917200ZD 00 3Z 00 36 00 ZD 00 30 00 37 00 00 00 18 00 00 00 72 00 00 00 00 00 EO FF FF FF 76 €B |--Z-6---0-7- e - vk
231723008 00 04 00 00 20 €Z 35 00 00 04 00 00 00 Ol 00 00 00 E£Z €5 76 &% 72 €2 6F 6E EO FF FF FF |*++'+Obk * s Revisionddiy
291726075 6B 02 00 04 00 00 80 00 OO0 00 00 04 00 00 OO0 Ol 00 OO0 00 54 7Z 61 79 42 63 &F 6E D8 FF . - TrayIcondy

Z317220FF FF 7¢ €B 0% 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol 00 00 00 44 €3 72 61 €2 &C &5 52 [§¥F B s R Disabled
291732053 00 00 00 00 00 00 00 98 FF FF FF 58 3E 27 00 58 SF 27 00 &8 9F 27 00 F& 60 ZB 00 B8 61 [5---

23173502E 00 10 6z 2B 00 78 63 2B 00 % &3 2B 00 63 DA 23 00 02 64 2B 00 EO 63 ZE 00 53 &4 2B 00 [+--bt-xct-ct-hif- - dt-act -Xd+:
291738028 64 2B 00 BO 64 ZE 00 78 64 2B 00 10 65 2B 00 DO 64 ZE 00 FO 64 2B 00 30 65 ZB 00 20 66 [(d+-"db-xdé--et-Ddt-adt-Oet-
2917410ZE 00 DO 65 2B 00 FO 65 ZE 00 50 66 ZE 00 70 €6 2B 00 30 30 30 35 FO FF FF FF 6C 66 0Ll 00 |+-Det-det-PE+-pE+-000835Fiy1E--
291744068 38 ZC 00 E2 €8 €5 &C E0 FF FF FF €8 73 2C 00 82 73 2ZC 00 A8 73 ZC 00 18 30 1E 00 40 30 (b0, Sheldgijhs, Os, "5 =00 @0
29174701E 00 40 30 1E 00 00 00 00 00 DO FF FF FF 76 6B 14 00 04 00 00 80 FF FF FF FF 04 00 00 00 [--@0------ Baan's S [ a el




=] Text LaalDoc %3] Transcript 5 Picture [ =|Report 5 Console 78 Detsls 2H output [ Lock [ Codepags B 1/112391

231633000 00 0L 00 00 00 4D 52 55 4C &3 73 74 45 72 00 00 00 00 00 00 00 &8 s MBUListEx:-=-r-- - A
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
291632008 00 00 38 71 ZC 00 Ol 00 00 00 01 00 2C 00 48 65 6C 70
2314207 6B 02 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol OO0 00 00 4E 70 6l €3 72
2916450FF oc oo 00 00 00 g8 4C 49 6F &6
231648062 00 00 00 C2 FF FF i EF 00 77 00

The first entry in this bin occurs
at offset 32.

The data is OXFFFFFFEO, which i
-32 (decimal). This is the size of
the segment. If the value is

(it is), the segment is T

- TrayIcon@y

*Control Pane
OB,

DAL

+++Disabled

allocated. If positive, itis in a L
deleted state.

+-pE+-000S3FY1E
s, +Os, "5, 000 @i
iz O

291632008
Z31E42076
2916450FF
23148062
emnits +Itntc

The next two bytes is the
identifier or signature of keys, et
subkey lists, values, etc. '

- -Control Pane
ot T TN
“bp, O} - FFF

DAL

“vk” is the signature of a value

Cepe

231723008 a0 * evisionaiiy
291726075 6B 02 00 04 00 00 80 00 OO0 00 00 04 00 00 OO0 Ol 00 OO0 00 54 7Z 61 79 42 63 &F 6E D8 FF . . - TrayIcondy
2317230FF FF 7¢ €B 0% 00 04 00 00 20 01 00 00 00 04 00 00 00 Ol 00 00 00 44 &3 73 61 €2 &C &5 £ B s R Disabled
291732053 00 00 00 00 00 00 00 98 FF FF FF 58 3E 27 00 58 SF 27 00 &8 9F 27 00 F& 60 ZB 00 B8 61 [5--- +¥0'-00' -5 +-0a

23173502E 00 10 6z 2B 00 78 63 2B 00 % &3 2B 00 63 DA 23 00 02 64 2B 00 EO 63 ZE 00 53 &4 2B 00 [+--bt-xct-ct-hif- - dt-act -Xd+:
291738028 64 2B 00 BO 64 ZE 00 78 64 2B 00 10 65 2B 00 DO 64 ZE 00 FO 64 2B 00 30 65 ZB 00 20 66 [(d+-"db-xdé--et-Ddt-adt-Oet-
2917410ZE 00 DO 65 2B 00 FO 65 ZE 00 50 66 ZE 00 70 66 ZB 00 30 30 30 35 FO FF FF FF 6C 66 Ol 00 [+-Det-det-PE+-pf+-000S5F5y1E
291744068 38 ZC 00 E2 €8 €5 &C E0 FF FF FF €8 73 2C 00 82 73 2ZC 00 A8 73 ZC 00 18 30 1E 00 40 30 (b0, Sheldgijhs, Os, "5 =00 @0

29174701E 00 40 30 1E 00 00 00 00 00 DO FF FF FF 76 6B 14 00 04 00 00 80 FF FF FF FF 04 00 00 00 [--@0------ ol aiais S (1 aaaiad

44



M Prior to the signature

Of the Segment AD a3l cE cE zo 00 20 DF 2l Lz

00 00 00 00 Z0 00 00 a0

[subkey' Value' etc_] is ;400 00 00 00 00 00 00 00 FF FF FF FF
36
a 4 byte value

CeMy o
ontrabandind

M Equals size of
segment

B Convert hex to
decimal

B If negative = allocated :::

Tehe 0l Qo0 0p 0o 00 00 4D
846F &E 74 TE €1 &2 61 EE £4 &9 £E &4

-
[ | If pOSit|Ve — deleted ontrabandind LI

ADVANCED ——

CYBERFORENS!CS

B OxFFFFFFAO = -96

x|
a"ocatEd —"tED’da' Data Type: 00 00 00 00 Z0 00 00 00

||U”D £400 00 00 00 00 00 00 OO0 FF FF FF FF

aI
(FFFFFal |
Binany: My C
‘mmn111111111111111110100000 ‘ S46F 6E 74 72 61 62 61 6E 64 69 6E 64 |ontrabandind

®m0x00000060 = +96
x| [=] Text t;] Do glE'ITranscripl: [ Picture @Report el
deleted w-o= Data Type SEGEIE GE 6B zo OO 80 DF

[RawHes =] [ing = 1zEe 501 00 o0 o0 a0 20 00
z400 0o 00 0o nn o0 0o FF FF

He: Decimal 26T F D

00000060

‘DODDODE | - 48FF FF F AFER 00

Binaty s000 a an s i
|nnnnnnnnnnnnnnnnnnnnnnnnmmnnnn | 2208 oL 00 UD U0 U0 U0 4D 79 20 43 |2-- -+ My C

S46F 6E 74 7Z 61 6Z 61 6E 64 63 &E 64 |ontrabandind

=
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RES D vahus ot set)

RESSE  Fttmilmogke.conl
RESSE Bitpe hgogie.cn

Py Computer$KEY_CLRSENT_UISER SoftwearePicrosaftinbemet Explorer|Typed Bils

B Physical view of the subkey: Identification

® Unique signature: “kn” (little endian)

® Ox6B6E

® FILETIME date/time value follows
©® FILETIME value = key/subkey last

maodified

® Subkey name in Unicode

)z D4 21 18
50 00

oo o oo oo
FF FF 0%
04 00 1D
O OO 0o

O OO0 OO0 54
oo 09
64 55

ag oo
oo FF
oo oo

oo

EO

75 62

FF

FF

oo
54 75
oo
FF

Fle Edt Yiew Favorites Help

{21 TabbedBrowsing
23 Toolar

A | Mame

Typs Data

73

<

Default; REG 52 walue not set
“ 3By REG 52 hitesffucf zdu,
5 o P

v

1y Computer|HKEY_CLURRENT_UISER|SoftwareiMicrosoft|Internet Explorer|TypedURLs

B Physical view of the value! Identification

® Unique signature: ‘kv” [little end|

® Ox6B76

® Value name “URLI" in ASCII
® Value data http://ucf.edu in Unicode
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HYou may utilize any tool of your choice as long as
you validate your findings.

B Access Data’s Registry Viewer can be downloaded
and used in “Demo Mode” for the scope of the
practical exercise.

m All dates and times must be listed in UTC/GMT (-
0000)

HWhen applicable, registry paths must be listed to
include the subkey(s), value name, and value data.

B When applicable, you must list the name of the hive
file that contains the data.

Windows Regqistry

CE
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